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1. About this Manual

1.1 Introduction

This manual explains the method of changing the passwords in Oracle FLEXCUBE data sources
and the servers associated with it.

1.2 Audience

This manual is intended for the following User/User Roles:

Role

Function

Implementers

Installation and implementation of Oracle FLEXCUBE

System Administrators | System administration

1.3 Organization

This manual is organized into the following chapters:

Chapter 1 About this Manual acquaints you quickly with the purpose, organization and the
audience of the manual.

Chapter 2 Oracle FLEXCUBE Password Change gives an outline of the processes involved
in changing the passwords of various data sources.

Chapter 3 Changing Passwords in Oracle WebLogic describes the method of changing
data source passwords from Oracle WebLogic application server.

Chapter 4 Changing Passwords in IBM Websphere describes the method of changing data
source passwords from IBM Websphere application server.

Chapter 5 Server Password Change explains the process of changing the passwords of the
servers associated with Oracle FLEXCUBE.

1.4 Related Documents

Oracle FLEXCUBE Installation Guide

1-1 ORACLE




2.1

2. Oracle FLEXCUBE Password Change

Introduction

This chapter explains the process of changing the passwords of data sources associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following components:

Oracle FLEXCUBE Host Schema
Scheduler Data Source

ELCM Data Source

Bl Publisher Data Source
Gateway Data Source

Branch Data Source

ORACLE



The following diagram briefs the steps involved in changing the passwords of the above

components.
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Continues...
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3. Changing Passwords in Oracle WebLogic

3.1 Introduction

This chapter describes the method of changing data source passwords from Oracle WebLogic
application server.

3.2 Changing Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema.

If you change the host schema password, you also need to change the passwords of the data
sources pointing to the host schema.

3.2.1 Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities.
2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Go to Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.2.2 Changing Host Schema Password

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data source jdbc/fcjdevDS.

4. Select ‘Connection Pool tab.

3-1 ORACLE



ORACLE Wablogis Server® nammimraron oo 44 o

P ——— @ Home Log Out Preferences [&] Record Help Welcome, weblogic ‘ Connected to: base_domain
View changes and restarts. Home >Summary of JDBX curces »FCUBDs
Configuration editing is enabled, Future Settings for FCUBDS
changes will automatically be activated as you
modify, add or delete items in this domain. Configuration | Targets | Monitoring | Control | Security | Notes
Domain Structure General | Connection Pool | Oracle | ONS | Traneacton | Diagnostics | Identity Options
base_damain =]
BF-Environment Sae
~Deplayments
H-Services

The connection pool within a JDBC data source contains a group of JDBEC connections that applications reserve, use, and then return to the poal, The connection pool and the connections within it
are crested nhen the connectian poal is registered, usually when startng up WebLogic Server ar nihen deplaying the data saurce ta a new farget,

t--Persistent Stores Use this page to define the configuration for this data source’s connection pool.
oreign INDI Providers
rk Contexts . - ) o
XM_ Registries | A jdbc oracle thin @10.184 74 142 1521 KERDEV3 The URL of the database to connect to. The format of the URL varies by JDBC

criver. More Info...

XML Entty Caches

JCOM ﬁ N .
Driver Class Hame: ; The full package name of J0BC driver dass used to create the physical

oracle jdbc OracleDriver padag: ol

WMail Sessions = ! database connectons in the commection poal. (Note that this criver class must

—FileT3 be in the dasspath of any server to hitis deployed.) More Info...

How do L. (=]
The list of properties passed to the JDBC driver that are used to oreate
Bl physical database connectons., For example: server=dbserver1, List each

property =value pair on a separate line. More Infu...

Configure testing options for 3 JDBC data
e

Configure the statement cache for a JDBC
connection pocl

Configure credential mapping for & JDBC data

source =

System Status = System Properties: The list of System Properties names passed to the DBC driver that are used
al database connections, For example: dbserver 1. List
ralue pair an 2 s=parste ine.  Mare Info...

Health of Running Servers

[ Faled@)
[ cita@)
Overloaded (1) =
[ wamng(@
I o (2) 4F Password: PP ————— The password atiribute passed to the JDEC driver when creating ph

rnections,  More Infa...

Confirm Password: sesesesesesesennn

5. Change the password. Use the following fields:

Password

Specify the new password.

Confirm Password

Specify the new password again.
6. Click ‘Save'.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.
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ORACLE WeblLogic Server® Administration Console

Change Center &) Home Log Out Preferences [2] Record Help Q
View changes and restarts Heme =Summary of IDBC Data Sources
Messages

Configuration editing is enabled. Future

changes wil automatically be activated as you o Test of FCUBDs on server ManagedServer was successful.
modify, add or delete items in this domain,

Settings for FCUBDs

Domain Structure
Configuration || Targets Control | Security | Notes
bass_domain =

nvironment Statistics
eployments

~Services

[H-Messaging

~Data Sources
i~-Persistent Stores
~Fareign JNDI Froviders
~Work Contexts

—XML Registries = Test Data Source (Filtered - More Columns Exist)
| XML Entity Caches

i jcoM I

| Ml Sessions

Use this page to test database connections in this JDBC data source.

{ Customize this table

Welcome, weblogic \ Connected to: base_domail

Showing 1to 1of 1 Previous | Next

il

F TR Server

State

How do L..

[}

) | ManagedServer

Running

« Test IDBC data sources

+ Configure testing options for a JDBC data
source

Showing 1to 1of 1 Previous | Mext

System Status =]

Health of Running Servers

[ Faled®

[ criteal (@

[ Overlbaded 0)
Warring (0)

—
I o 2)

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WebLogic Server® Administration Consale

Change Center @ Home Log Out Preferences Record Help |
View changes and restarts Home =Summary of JDBC Data Sources
Messages

Configuration editing is enabled. Future
changes will automatically be activated as vou 4 Test of FCUBD= on server ManagedServer was successful.
modify, add or delete items in this domain,

Settings for FCUBDs
Domain Structure

base_domain [=] Configuration | Targets | Menitoring | Control | Security | Notes
ErH-Enwir
Environment Statistics | Testing
--Deployments
Eh-services
[#-Messaging . R
Use this page to test database connections in this JDBC data source,
~~Data Sources
~Persistent Stores
F--Foreign JMDI Providers [ Customize this table
~-Work Contexts
~"XML Registries 1= Test Data Source (Filtered - More Columns Exist)
~"¥ML Entity Caches
-jCOM
~-Mail Sessions
~Fil= T3 j Server
How do I... =] () | Managedserver

« Test JIDBC data sources

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE.

12. Log in to Oracle FLEXCUBE. Launch a summary screen or execute a simple transaction to

test.

Try the above process in UAT or any other test environment before you change the

password in a production environment.
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3.2.3 Changing Password in Decentralized Setup

3.3

3.3.1

You need to change the branch schema password for a decentralized setup of Oracle
FLEXCUBE. Follow the steps given below:

1. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the
step where you can define the branch properties.

[£] Oracle FLEXCUBE Universal Installer (= [

Oracle FLEXCUBE Investor Servicing ORACLE

Database Installation

Provide schema details.

Hame Value
Username installer
Password [ITITTTYT]
Connect String testdb
IP Address 10.10.10.10
Fort 1521

Test Connection

Log Back Next Exit

b

2. You need to modify the following field:

Password

Specify the new password for the branch schema

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:
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Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

o &~ 0 bpoE

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.3.2 Changing Scheduler Data Source Password

You need to change the password of scheduler data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Goto Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the data scheduler source jdbc/fcjSchedulerDS.
4. Select Connection Pool tab.

Y YT ——— m 4 o

Change Center @ Home Log Out Preferences Record Help Q WEI(ume,wEhlugic|CDnnE[hEd to: base_domait
View changes and restarts Home >Summary of 1DE curces =FCUBS_SchedulerDs

Canfiguration editing is enabled, Futre Settings for FCUBS_SchedulerDS

changes will automatically be activated as you

modify, add or delete items in this domain, Configuration | Targets | Monitoring | Cantrol | Security | Notes

Domain Structure General | Connection Pool | Crace | ONS | Transaction | Diagnestics | Identity Options

base_domain -

i Save

rvices The connection pool within 2 JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection poal and the connections within it

| EMessaging are created when the connection pool is registered, usually when starting up VWebLogic Server or when deploying the data source to a new target.
~Data Sources
ersistent Stares Use this page to define the configuration for this data sources connection pool.
‘oreign JNDI Providers
Jork Contexts X
XML Registries 45 URL: jdbe:oracle thin:@10.184.74.142:1521-KERDEV3
="XML Entity Caches
oM

to connect to. The format of the URL varies by JDBC

&5 Driver Class Name:

lail Sessions oracle jdbe xa client OracleXADataSource

~Fia T3

&

How do L.. a
] Properties:

« Configure testing options for  JDBC data user=FC1131TUT =]
source

« Configure the statement cache for a JDBC
connection pool

« Configure credential mapping for @ JDBC data

source

System Status a System Properties:

=

Health of Running Servers

| Failed {0)

=

] Password: esseraterettrRtNl

Confirm Password:

L T T P Ty

5. Change the password. Use the following fields:

Password

Specify the new password.
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Confirm Password

Specify the new password again.
6. Click ‘Save'.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.

ORACLE Wetlogie Server® Aamimraton comroe = @ o

Change Center @ Home LogOut Preferences ] Record Help | Q Weloome,weblogic|CunnE(tEdm; R
T ser=ED Home > Summary of IDBC Data Sources
Messages

Configuration editing is enabled. Future
changes wil automaticaly be activated as you o Testof FCUBS_SchedulerDS on server ManagedServer was successfil,
modify, add or delete items in this domain.

Settings for FCUBS_Schedulerds
Domain Structure

EF-Environment Statistics
~Deployments

Ebservice
B-Messaging

~Data Sources
i~Persistent Stores
~Foreign JNDI Providers
~Work Contexts

ML Registrizs I Test Data Source (Filtered - More Columns Exist)
~XML Entity Caches

~jCOM I I Showing 1to 1 of 1 Previous | Next

~-Mal Sessions
—Fie T3 ﬂ Server

Use this page to test database connections i this J0BC data source,

[ Customize this table

State

How do L.. ] O | Managedserver

Running

« Test JDBC data sources Showing 1to 1of 1 Previous | Next
« Configure testing options for a JDBC data
source

System Status a
Heslth of Running Servers

[ Faledim)
[ cite®
[ Overloaded (0}
[ waming @
I < (2

8. Select the target server and click ‘Test Data Source’.

9. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Console

Change Center @ Home Log Out Preferences Record Help | Q

View changes and restarts Home =Summary of JDBC Data Sources
Messages

Configuration editing is enabled, Future

changes will automatically be activated as you 4 Test of FCUBS_SchedulerDS on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBS_SchedulerDS
Domain Structure

base_domain . Configuration | Targets | Monitoring | Control | Security | Motes

BF-Environment

~-Deployments

EF-Services

[#-Messaging

--Data Sources

~“Persistent Stores

r--Foreign JMDI Providers
Work Contexts

ML Registries

~"¥ML Entity Caches

~-jCOM

~"Mail Sessions

~Fil= T3 ﬂ

Statistics | Testing

Use this page to test database connections in this JDBC data source,

[ Customize this table

1= Test Data Source (Filtered - More Columns Exist)

Server

How do L..

o

(O | Managedserver

« Test JDBC data sources
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You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Investor Servicing Installer.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

3.4 Changing ELCM Data Source Password

You need to change the password of ELCM data source.

3.4.1 Prerequisites

Before you change the password of ELCM data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.
5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers

e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.4.2 Changing ELCM Data Source Password

You need to change the password of ELCM data source. Follow the steps given below.

1. Login to Oracle WebLogic application server.

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Click the ELCM data source.

4. Select Connection Pool tab.
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ORACLE Webtogis Semver® aammimrsion commos T -]

Change Center @ Home Log Out Preferences [ Record Help Welcome, weblogic ‘ Connected to: base_domain]
T T S Home »Summary of JDBC Dats Sources >FCUBS_SchedulerDS »Summary cof 101 Scurces »FCUBS_ELCMDs.
Configuration editing s enabled. Future Settings for FCUBS_ELCHDs
changes will automatically be activated 25 you
medify, add or cielete ftems in this domain, Configuration | Targets | Monitoring | Control | Security | Notes
Domain Structure General | Connection Pool | Orace | ONS | Transacton | Diagnostics | Identty Optons
base_domain [=]
-Environment LSave]
~Deployments
“Services

The connection pool within & JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pool. The connection pool and the connections within it

lessaging are created when the connection pool is registered, usually when starting up Weblogic Server or when deploying the data source to a new target.

ata Sources
F--Persistent Stores Use this page to define the configuration for this data source's connection poal.
areign IMDI Providers
k Contexts

XML Registries | e jdbc oracle thin @10.10.10.10-1010 KERDEV3 Errw:;lm. ’?‘fnﬁelsfa;abase to connect to. The formatt of the URL varies by JDBC
~-XML Entity Caches o
~jcom -
Driver Class Hame: The full package name of JDBC driver dass used to ereate the physical
al ag oracle jdbe OracleDriver padiag ohy
Mail Sessions = ! database connections in the connection poal. (Nate that this criver dass must
File T3 be in the dasspath of any server to which it is deployet re Info.
How do L. ]
4f] Properties: The list of properties passed to the JDBC driver that are used to create
. physical catabase comnections. For example: server=dbserverL, List each
‘ ;”S_E”'E fmsting options far 2 JLEC data [ property=value par on a separateline,  More Info. .

Configure the statement cache for 3 JDBC
connection pool

+ Configure credential mapping for & JDSC data

System Status. =] System Properties: The list of System Properties names passed to the JDBC driver that are used
J ‘to create physical database connections. For example: server=dbserver 1. List
Health of Running Servers each property=value parr on 2 separate Iine.  More Info..,

Failed (0)

Critical {0)
[ Overbaded (0) J
[ waming
el

4f] Password: The password attribute passed to the JDBC driver when creating physical

database connections.,  Mare Info...

‘Confirm Password:

ssessnsensrnsansed

5. Change the password. Use the following fields:
Password
Specify the new password.

Confirm Password

6. Specify the new password again.Click ‘Save’.

7. To test the data source, select Monitoring tab and select ‘Testing’ tab under it.
8. Select the target server and click ‘Test Data Source’.
9

. The screen displays a message confirming successful testing.

ORACLE WeblLogic Server® Administration Consale

Change Center @ Home Log Out Preferences Record Help

Q
View changes and restarts Home =Summary of JDBC Dtz Sources = FCUBS_SchedulerDS =Summary of IDBC Dtz Scurces = FCUBS_ELCMDs =
Messages

Configuration editing is enabled, Future

changes will automatically be activated as you 4 Test of FCUBS_ELCMDs on server ManagedServer was successful,
modify, add or delete items in this domain.

Settings for FCUBS_ELCHMDs
Domain Structure
Configuration | Targets | Monitoring | Control | Security | Notes

base_domain 1=
EH-Emn
Environment Statistics | Testing
--Deployments
EF-services
[#-Messaging . o
Use this page to test database connections in this JDBC data source.,
-~Data Sources
—~Persistent Stores
r--Foreign JMDI Providers [ Customize this table
~~Work Contexts
~XML Registries = Test Data Source (Filtered - More Columns Exist)
~"¥ML Entity Caches
--COM
~"Mail Sessions
~Fil= T3 j Server
How do I.. =] ) | Managedserver

« Test JDBC data sources
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3.5

3.5.1

3.5.2

You need to change the branch schema password after the above steps. Refer to the section
‘Changing Password in Decentralized Setup’ for information on changing the branch schema
password from Oracle FLEXCUBE Investor Servicing Installer.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Bl Publisher Data Source Password

You need to change the password of the Bl Publisher data source.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities
are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

o &

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

Login to Oracle WebLogic application server
Go to Home > Environments > Servers

Select and stop the server and clicking ‘Stop’ button.

© © N ©

This completes the prerequisites.

Changing Bl Publisher Data Source Password

To change the Bl Publisher data source password, follow the steps given below:

1. Log into Bl Publisher server.

2. Goto Admin > JDBC > Update Data Source.
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3.6

3.6.1

b= DRA_CLE' Bl Pu_hisher Enterprise

Welcome, administrator Preferences

Update Dato Source: Oracle Bl EE

Sign Out Help

General

+ TIP Flease make sure to install the required JU9C driver classes,

Data Source Name

* Database Driver Clags

" Conneclion SUing | ydhe:aracenl | MOST

* Username | Administrator

i're Frocess Function

Pust Process Funclion

Fovsisbie Rujes Al Figkes.

Cancel || Apply

3. Choose the data source whose password needs to be modified.
4. Modify the following field:

Password

Specify the new password.

5. Click ‘Apply’ button.

6. Restart the application server.

7. Start Oracle FLEXCUBE.
8

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the

password in a production environment.

Changing Oracle Business Intelligence Enterprize

Edition Schema Password

You need to change the password of the Oracle Business Intelligence Enterprize Edition (OBIEE)

data sources.

Prerequisites

Before you change the password of Bl Publisher data source, ensure that the following activities

are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.
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3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5. Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e GotoHome > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.6.2 Changing Bl Publisher Data Source Password

To change the OBIEE data source password, follow the steps given below:

1. Login in to OBIEE Administrative console.

2. Go to Database created > Connection Pool. You will get ‘Connection Pool’ window.

TERSZACHE

L
-

Gormial | Connaoion Sespin o M | =T

L L O Y O
EEGREIgrBEE

=L
oy e RN " e | || 23
Cal miastie [om magmeg '_! : j::‘
. Mamum sorveckorn | 103 o 5 e
r = ™)
PE Pramcdic insinacion g e oot v o s
PC Trarachon Dila sisue e FLUES « o RE
"  trmesiogen - A 5
:: Unes e [FLUES 173 [— . jg
A T N -
Sleplen Tinwent 3 il %] u [
PA— . . “ @3
e W Use it o et B reyes
T Kopouts quawss siprchosnasl
W Prasatei ugite]
Tt e [T
[o——

Co ] om | |

Change the password. You will be prompted to re-enter the password. Click ‘OK’.

3
4. Restart the application server.
5. Start Oracle FLEXCUBE.

6

Log in to Oracle FLEXCUBE. Generate a sample report to test.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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3.7 Changing Gateway Data Source Password

If you change the host schema password, you also need to change the gateway password.

3.7.1 Prerequisites

Before you change the gateway password, ensure that the following activities are completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system.
4. Stop Oracle FLEXCUBE application.

5

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

This completes the prerequisites.

3.7.2 Changing Gateway Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.

1. Login to Oracle WebLogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (FLEXTEST.WORLD).

4. Select ‘Connection Pool’ tab.
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Tagers | Mondang | Conwrol | Seanty | hoes
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e created orrecon ool s registered, usual A g uo Weblogie Server or when Cesioying the dala source to & new Lrgel,

e thes ok 1o defing the configuration fior g dan sounce's camnastion podl.

o Lo jdbe oracle thin' @10 10 10 10 1010 KERDEVA L of e
o] Oetes Clazs Mame: oracle jdbc xa client OracleXADataSource

System Status Bl | syvem Propeties
Heaith of Rurming Servers.

Indtisl Capacity:

HMaximum Capasily:

ther return b the pocl, The orrecton pool and the comestors within &

5. Change the password. Use the following fields:

Password

Specify the new password

Confirm Password

Specify the new password again
6. Click ‘Save'.

To test the data source, select ‘Monitoring’ tab and select ‘Testing tab’ under it.

7
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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3.8

3.8.1

3.8.2

ORACLE WebLogic Server® Administration Console i

Change Center & Home Log Out Preferences Record Help

=Summary of JCBC Dete Sources » FCUBS_ELCMOs >Summary of JDBC Dets Sources =F

U= SR EE curces > FLEXTEST.WORLD

Configuration editing is enabled. Future Messages

changes will automatically be activated as you

modify, add or delete items in this domain, 4? Test of FLEXTEST.WORLD on server ManagedServer was successful.
Domain Structure Settings for FLEXTEST.WORLD

bage_domain 1=

Configuration | Targets | Monitoring | Control | Security | Motes
'En'-'u'onment
Deployments Statistics
EP'S rvices

§ BH-Messaging
| {~Data Sources Use this page to test database connections in this JDBC data source,
—Persistent Stores

r~-Foreign JNDI Providers

“\Waork Contexts [ Customize this table
~-¥ML Registries L
-¥ML Entity Caches Test Data Source (Filtered - More Columns Exist)
—jCOM
~Mail Sessions
—Fil= T3 ﬂ
Server State
How do L. =
O ManagedServer Running

« Test JDBC data sources

« Configure testing options for a JDBC data
source

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Branch Schema Password

This section describes the steps involved in changing branch schema password.

Prerequisites

Before you change the gateway password, ensure that the following activities are completed:
1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop Oracle FLEXCUBE application.
4

Stop the target server to which the data sources point. To stop the target server, follow the
steps below:

e Login to Oracle WebLogic application server
e Goto Home > Environments > Servers
e Select and stop the server by clicking ‘Stop’ button.

5. Ensure that all users have logged out of Oracle FLEXCUBE system.
This completes the prerequisites.

Changing Branch Data Source Password

You need to change the password of Gateway data source. Follow the steps given below.
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1. Login to Oracle Weblogic application server

2. Go to Home > Services > Data Sources. You will notice a table that contains the list of all
data sources created in the application server.

3. Select Gateway data source (jdbc/fcjdevDSBranch).

4. Select ‘Connection Pool’ tab.

ORACLE Wablogie Server® ramrareton Goret m 4 o

Change Center @ Home Log Out Preferences (2] Record Help Q Wel:ommweblngi:‘Cunnechedtu: base_domain|
View changes and restarts Home »Summary of IDEC Date Scurces > FOUBSBranch
Configuration eciting is enabled. Future Settings for FCUBSBranch
changes wil automatically be activated 25 you
modify, add or delete items in this domain, [« i Targets | Monitoring = Control | Security | Notes
Domain Structure General | Connection Pool | Oracke | ONS | Transaction | Disgnestics | Identity Options
base_domain
BH-Environment Bave
~Deployments
Br-Services
ety Rl The connection poal within 8 JDBC data source contains a group of JDBC connections that applications reserve, use, and then return to the pocl. The cannection paal and the connections within it
. [T”“ / ?Hms are created when the connection poal is registered, usually when starting up Weblogic Server or when deploying the data source to a new target.
Bt Interoperabiity
Br-Diagnostics Use this page to define the configuration for this data saurce's connection poal,
| uRL: jdbc:oracle-thin:@10.10.10.10-1010:KERDEV3 The URL of the database to connect to. The format of the URL varies by JDBC
d Mre Info...
45 Driver Class Hame: oracle jdbe xa client OracleXADataSource
More Info,
How do L. cl
] Properties:
® Configure testing options for 2 JDBC data R —
couren sser=FCLisLIOT = orape More Infa...
* Configure the statement cache for a JDBC
connection pocl
® Configure credential mapping for a JDBC data
source
System Status = System Properties:
Health of Running Servers B
[ Failed (1)
[ Critical (0)
Overoaded 0] =
[ warning (0}
o ] Password: sessssssenssnnrent er whe physical
Confirm Password: sesssRRRINRIRRIINI

5. Change the password. Use the following fields:
Password

Specify the new password

Confirm Password

Specify the new password again

6. Click ‘Save’.

7. To test the data source, select ‘Monitoring’ tab and select ‘Testing’ tab under it.
8. Select the target server and click ‘Test Data Source’.
9

The screen displays a message confirming successful testing.
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Change Center @) vome Lag 0t Preferences (B Reverd b Q Welcome, weblogic | Connected 1: base_domain

o FEURSRranch

View changes and restarts

Messages

of Testof!

BS8ranch on server Managedsianier wa succeci

Seltings for FCUBSBranch
Cofgrston Teges  Moniboring  Contl  Seauity  Mates

stasstr  Testing

Use this page to St database connections in is J0OC cats source

¥ Castomize this table
Test Data Source (Filtered - More Columns Exist)

Showing Lo Lof 1 Previeus | hext

() [Marsgessene Rurnng

C Showng 150 10f 1 Previous | Hext
oors for 2 J05C dain

10. Once you get the message, restart the application server.

11. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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4.1

4.2

42.1

4.2.2

4. Changing Passwords in IBM Websphere

Introduction

This chapter describes the methods of changing passwords of data sources from IBM Websphere
application server.

Chanqging Host Schema Password

This section explains the method to change the password of Oracle FLEXCUBE Host schema in
IBM Websphere application server. If you change the host schema password, you also need to
change the passwords of the data sources pointing to the host schema.

Prerequisites

Before you change and test the passwords of the data sources, ensure that the following
activities are completed:

1. Determine the downtime for the password change and test activities
2. Inform all concerned users and groups

3. Ensure that all users have logged out of Oracle FLEXCUBE system
4. Stop the target server to which the data sources point.
5

Stop Oracle FLEXCUBE application
This completes the prerequisites.

Changing Host Schema Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Login to IBM Websphere application server
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Integrated Solutions Console ~ Welcome admin

Help | Logout

Close page

Welcome

Guiced Activities

Global sacurity

Servers Use this panel to configure sdministration and the default application szcun
functions and iz used a5 3 default security policy for user applications. Securi
applications.

solicy. This security configuration applies to the security pelicy for all administrative
domains can be defined to override and customize the security policies for user

Applications

Services

Rezources [ Security Configuration Wizard | Security Configuration Repart
B security

Administrative security Authentication
Global security

uszerroles Authentication mechanisms and expiration
———— Enable adr ¥ . P
s v = ministrative aroup roles N
i . X - ® Ltea
Adminiztrative Autharization Groups

Zdministrative suthentication
SSL centificate and key management Kerbares and LTRA
Security aud

ng Application sacurity (This function is currently disabled. See the IBM Support site for

Bus security possible future updates.)

Enabl, licstion security y
n=sie sppliestion s=curt Kerberos configuration
Envirenment

Java 2 security (O 5WaM (deprecsted): o suthenticated communicstion betwesn ser:
Systam zéministration

Use Java 2 security to restrict application access to local resources Authentication cache settings

Users ané Groups

Warn if applications are granted custom permissiens
Menitaring 2nc Tuning

Restrict access to resource authentication data curity

Treublesheoting Authentication and AUthorization sen

User account repository
Service integration

Current realm definition ;Eghcat‘u:n logins
. stem loging
Federsted repositories
— J2C auth csts

e TM) Authentication and

[ Use resim-qualified user ndButhorization Service [AAS) login configurations that are
used by system resources including the authentication

mechanism, principal mapping, and credential mapping. You

Security fomains cannot remove the default lagin configurations because

External suthorization provicers |39Ing 50 might cause applications to fail

Custem properties

Available realm definitions

Federated repositeries ~ Configure... Set as current

Apply | | Reset

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Consale ~ welcome

Help | Logout

‘ View: [l tasks ~ |

Welcome

SiniisE s Global security > JAAS - J2C authentication data Field help

For figld help informatian,
select 2 field label or list
marker when the help
cursor is displayed.

Bl Servers Specifies a list of user identities and passwords for Ja

2 connector security to use.
Bl server Types

Prefix new alias names vith the node name of the call (for compatibility vith =arlier releases)
WebSphere application servers

WebSphere MQ servers

Page help

More information sbout
this page

Zpplications Preferances

@ Services New| Delete

Command Assistance

Resources —

B s=curity Sl
Global securit Select‘Ahas 2 |UserID 5 P &
Security domzins

You can sdminister ths folloving resourcas:
IPL18SDORMede06/LAI465R2

Admi

strative Authorization Groups

ment ]

Total 1

LAL465RZ LAL465RZ

SSL certificate and key man

Security auditing

Bus securil

Envirenmant

Systzm zdministration

Users and Groups

Menitering ane Tuning

Troubleshosting

Service integration

uoo1

3. You will notice a table showing the list of JDBC sources. Choose the node used by host
schema data source.
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Welcoma

Integrated Solutions Console

‘ View: [ All tazks v

welcome
Guided Activities
B Servers
B Server Typas
webSphere application servers
webSphere MQ zervers
Web servers
B 2pplicatiens
Services
Resources

Bl s=curity

uthorization Groups
nd key management

Security

Bus security
Envirsnmant

Systam zéministratien
Users zné Groups
Manitaring znd Tuning
B Troublzshosting
Service integration

ubDIl

Global security

Global sacurity > JAAS - J2C auth

data > IPL189DO

/LA1465R2

Specifies a list of user identities and passwords for Java(TH) 2 connector security to use.

General Properties

Help

Logout [

Field help
For field help information,
select = field Iabel or list
marker vhen the help

ORNodel6/LAI465R2

* User ID
La1465R2

Description

LA1465R2

[ok]| [Reset | [ Concel

cursor is displayed.

Page help
More informstien sbout
this page

Command Assistance
view administrative

scripting command for last
sction

4. Specify the new password and click ‘Apply’ button. Click ‘OK’.

4.2.3 Testing Host Schema Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Loginto IBM Websphere application server

2. Go to Home > Resources > JDBC >Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.

4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

4-3

ORACLE




4.3

43.1

Integrated Solutions Console  Waelcomme

Buoot

Finld hulp

o

6.
7.

Once you get the message, restart the application server.

Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing Scheduler Data Source Password

After changing the host schema password, you need to change the password of scheduler data
source.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1.

2
3
4.
5

Determine the down time for the password change activity.

Inform all concerned users and groups.

Ensure that all users have logged out of Oracle FLEXCUBE system.
Stop Oracle FLEXCUBE application.

Stop the target server to which the data sources point.

This completes the prerequisites.
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4.3.2 Changing Scheduler Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Login to IBM Websphere application server

Integrated Solutions Console

Welcome admin

| View: [ Al tasks v ‘

welcome

Guided Activities
Servers

& Applications
Services

[ Rezcurces

B S=curity
Global sscurity

Security

ative Authorization Groups

SSL cartificate and key managsment
Security suditing

Bus sscurity

Bl Environment

System acministration
B Usars and Groups
Monitoring and Tuning
B Troubleshooting

B] Service intzgration

(1]=1=34

Global security

Use this 2nd the default appl
function:

=pplicstions.

panel to configure a

[ Security Configuration Wizard |

=nd is us=d 2= 2 default security pelicy for user applications. Se

policy. This security configuration applies to the security po
omains can be defined te override and customias the ==

Security Configuration Report

Administrative security

userroles

Enabls 2dm security
ministrative aroup roles
ministrstive suthenticstien
Agpplication security
O enable application security

Java 2 security

Use Java 2 sen

m parmizzions

Restrict a o resource suthentication data

User account repository
Current realm definition
Federated repositories

Available realm

Federsted repositories v Confi Set as current

Apply | [Reset

Authentication

Authenticstion mechanizsms and expirstion

[ONhE

Kerberos and LTPA

(This function is currently disabled. See the IBM Support site for

possible future updates.

Kerberos configuration

y for all administrative
rity policies for user

d com c between se

[ Jov= Authenfication and AUthorizstion Sarvice

Application logins
System logins
12C zuthentication dats

Fios-a-ist-of-Javal T}

[ uze rezlm-quzlified uzar n

Security domaing

Externzl authorization providsrs

Custom propertiss

[Authorization Service (JAAS) login corfigurations that are
used by system resources including the authentication
mechanism, principal mapping, and eredential mapping. Yo
cannct remave the default Ingin configurations because
doing so might cause applications to Fail

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C

Authentication Data.

Welcoma

Integrated Solutions Console

| View: | Al tazks v ‘

welcome

ded Activitizs
Bl Servers

Bl Server Types
webSphere applicatian servers
ebSphere MQ servers

Web servers

Applications

Services
Fesources
Bl Security

Global s=curity

Security domains

Administrative Authorization Groups
S5L certificate and key management

Secu

auditing

Bus security
B Environment
System acministration

Users 2ne Groups

Menitoring and Tuning
Troublashooting
Service intzgration

uppI

Glohal security > JAAS - 12C data

Specifies = list of user identities and passwerds for Java(TM) 2 cennacte

Prafix naw alias namas vith the nods nama of the call (for compatibility with earlier releas.

§ Frefersnces

el e E

ity ko use.

Clese page

Fiald halp
For field help infarmation,
salact = fisld label or list
marker vhen the help
cursor is displayad

Page help

More information about

this page

Command Assistance

New|| Delere

isn zdm
oting command for last

BE
i Wl

Select] alias &

User 1D &

You can administer the folloving rescurces:

[ |1PL18300RNed=06/1A1 465R2

|LA1455R2

LA1465R2

Total 1

3. You will notice a table showing list of JDBC sources choose the node which is used by
Oracle FLEXCUBE application.
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Integrated Solutions Console Welcome

‘ View: [ Al tasks v

welcome
Guided Activities
Bl servers

Bl Server Types
webSphere application servers

Global security > JAAS - J2C auth:

data > IPL189D!

Specifies 5 list of user identities and passwords for Java(Th) 2 connector security to use.

General Properties

/LALa6SR2

Field help

For field help information,
select = field label or list
marker vhen the help

cursar is displayed.

- e ) e =, Page help
Web servers iors information sbout
* Usar ID this page
& ; Lat465R2
B Applications Command Assistance
Services + Passuord Visw sdministrative
....... Serioting command for last
Reseurces action
Dascription
El s,
=i LareesR2

- [Eniz] [o%] [Raset] [ Cancel

Authorization Groups
key mansgement

Environment

B System administration
Users znd Groups
Menitering and Tuning
B Treublesheoting
Servics integration

ubD1

4. Specify the new password in the text field and click on Apply and then click on ok.

4.3.3 Testing Scheduler Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Loginto IBM Websphere application server

2. Go to Home > Resources > JDBC>Data Sources. You will notice a table that contains the list
of all data sources created in the application server.

3. Select the data source jdbc/fcjSchedulerDS.
4. Click ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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4.4

44.1

4.4.2

Welcome

Integrated Solutions Console

‘ View: | All tasks v |

welcome

Guidad Activities

B server

O Messzges
Bl Ssrvars [} The test connaction operation for data seurce FCUBS Schaduler Dats sourcs on sarver servart
2t node [PL18SDORNod=06 vias successful,

Fiald help

For field help infarmat]
select a field label o |
marker vhen the help
cursor is displayad

Data sources

Use this page to edit the settings of 2 datasource that is a
vour application vith connactions for sctessing the databas

Applications a list of task staps and more general information zbout the topic.

Services [ Scope: =All scopes

Bl R=sources Scope specifies the level at which the resource definition is visible. For detailed infarmation on

what scope is and haw it norks,

[all scopes

Prefersnces
new| Delets
Ealicd

Selact| Name £ INDI name § Scope & Provider {

Tast connsction Manags statz.. |

Sphere Application Server

Resource Adapters

Asynchrencus beans
Cache instances
Mil O
URL

You can administer the following resources:

Default DefaultDatzsource

Datszource

Node=IPL183DORNede0s, Servar=sarverl | Derby JDEC
Provider

Reseurce Environment

[] | Ecues eran idbe/fjBranchDS | Node=IPL189DORNade0, Servar=servart | Oracle JDBC

Datazourc: Driver (XA}
[ | Ecues Scheduler | jdbe/¥ Node=IPLLESDORNodE08, Servar=sarverl | Oracls JDEC

s = Driver (X&)
Fl RLD | FLEXTEST.WORLD | Node=IFL18SDORNode08, Sarvar=sarvart | Oracls JDEC

Driver (X&)

Il jdbe/fojdevDs Node=1PL1#3DORNode0S, Server=servert | LAL465R2

Environment Total 5

Systzm zdministration

Users and Groups

Menitering and Tuning

ciated vith your selected JDBC provider, The datasource object supplies
=arn more about this task in = quided activity. A guided activity provides

Page help
Mere infermation sbo
this page

Command Assistance

Description {3 | Category §

Datzzource
for the
WebSphere
Default
Application
New JDEC
Datasource

New JDEC
Datzscurce
Nev IDBC
Datzzource

New JDBC
Datasource

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in and test whether the change was successful.

Try the above process in UAT or any other test environment before you change the

password in a production environment.

Changing ELCM Data Source Password

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Ensure that all users have logged out of Oracle FLEXCUBE system
4. Stop Oracle FLEXCUBE application
5

Stop the target server to which the data sources point.
This completes the prerequisites.

Changing ELCM Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.
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Integrated Solutions Console  welcome admin

‘ view: | All ta

Welceme

Guided Activities Global security

Servers Uss this panel to configurs sdministration and the default spplication sscurity policy. This security configuration appliss to the security policy for all administ
functions and is used == a default security policy for User applications, Security domains can be defined to override and customize the security policies for u
Applications tons

Services

Rezourcas [ Security Configuration Wizard | Security Configuration Report

Bl s=curity Administrative security

Authentication
Global security

Erable 2dmi ive security ® Administrative user roles Authentication mechanisms and expiration
Security domains - ministrative aroup roles

- . - @ L1ea

TS A e Zeministretive suthentication

5L certificate and key management

Kerberos and LTPA
Security auditing Application security

(This function is currently disabled. See the IBM Support site for
Bus securi possible future updates.)
[ enzble zpplication security i
Kerberos configuration
Environmant
sava 2 secunity () SWAM (deprecstad): No suthentizsted zommunication betwean servery
Systsm acministration

O usessva 2=

rity to restrict spplicstion =

<t to local resources Authenticstion csche ssttings

Users and Greups

Warn if zpplicstions are granted custom permizsions Weband S

curity
Menitering and Tuning

Restrict access to resource authentication dats

RMI/IIOP securi

Troubleshaoting

User account repository E Java Authentication and Autharization Service
Servics intzgratien Current realm definition Apclicztion logins
TR Fedarated repositories J%:;Emﬁ s
- . ifi L i
Fa-d\:z;r:ir:od:i:::ns = e T [ use reaim-qualified user datharization service (JAAS’; login cunflq\jraa:gns

used by system resources including the authenti
mechanism, principal mapping, and credential ma
Security comsins cannct remave the defadlt login configuratians b
External suthorization praviders |40ing 50 might cause applications ko fai
Custom properties

Apply | | Reset

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Welcome

Help | Logeut

| view: [ 2l t= v |

velcome

Guiced Activities

Global security > JAAS - 32C i data

Field help
For field help information.
Bl Servers Specifies a list of user identities and passwords for Java(TM) 2 connector security to use. zelect = field lzbel or list
H Carver Typas marker when the help
sE Prefix new alizs names vith the node name of the cell (for compatibility vith earlier releases)
WebSphers application servers

cursor is displayed.
webSphere MQ servers

Page help

More information sbout
this page
Applications Drafarsnces Command Assistance
d v
Services New|| Dalate =

Resources

] ]
Bl S=curity —
Global security Eeled‘Ahas 2 |uSerm I ‘Destnptinn a
Fammn demne You can zdminister the folloving rasources:
Administrative Autharization Groups
s D IPL18SDORNodal: LAL4E5R2 LA1465R2
SSL certificars and key manzgement
Security auditing

Total 1
Bus security

Environment
System sdministration
Usars and Groups

Menitering né Tuning

Treubleshosting

Service intzgration

uopt

3. You will notice a table showing list of JDBC Sources choose the node which is been used by
ELCM data source.
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Resources

B security
Glabal security

Security d

Bus zecurity

Environment

System sdministration
Uszrs 2nd Groups
Menitering and Tuning
Bl Troublszhseting
Service integration

uoor

Integrated Solutions Console Welcome Help |
| View: [ All tasks - ‘ Cell=IFL189DORNode06Cell, Frofile=AppSrv06
Weleome [Global security =
Guidad Activitias Global sacurity > JAAS - 12C data > IPL189DORNod=206/LA1465R2 Field help
- For figld help information,
Bl servers Specifies 2 list of user identities and passwords for Java(TM) 2 connecter sscurity to use. salect = fisld label or list
O Server Types General Properties marker when the help
cursor is dizplayed.
WebSphere application servers
WebSphere MQ servers 06/ LAL4E5RZ Page help
Web servers More information about
# User 1D this page
B 2pplicztions LA1465R2
Services # Password

Deseription

La1485R2
(oK] [Reset| | cancel

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.

4.4.3 Testing ELCM Schema Password Change

You need to test whether the data source password change was successful. Follow the steps

given below.

1. Loginto IBM Websphere application server.

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source jdbc/fcjdevDS.

4. Select ‘Test connection’ tab.

5. The screen displays a message confirming successful testing.
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4.5

45.1

4.5.2

walcoma

Integrated Solutions Console

| view: | All tasks -

Welcome
Guided Activities

B Servers

el
Services
B Resources
Schedu
Object
@ ms
Eoec

| managers

es [WebSphere Application Server

Resource Adzptars
Asynchranous beans
Cache instances
Mail

URL

Resource Environment

B szcurity

Global security

Data sources

El meszzages

[} The test connection operation for dats source LATAM on server serverl at node

IPL183DORNode06 vas successful

Data sources

Use this page to dit the ssttings of a datasource that is associsted vith your selected JDBC provider. The datasource objact supgliss
your agplication vith connections for sccessing the datebase. Learn mors sbeut this task in = uided sctivity. A guided activity provides

a list of task steps and more general informatien about the topic.

B Scope: =All scopes

Scope specifies the level at which the resource definition is visible, For detailed information on
what scope is and how it works, zse the scooe settings help,

[ All scopes ~|

Praferences
new| | Delets Test connaction
| [
)

Select| Name % INDI name Scope Provider 2

]

You can administer the following resources:

[] |Defeult DefaultDatssource | Node=IPL18SDORNode0s,Servar=serverl | Derby JDEC
Datasource Provider

jdbc/fjBranchDS | Node=IPL183DORNode06, Server=serverl | Oracle JDBC

Drive

eduler | jdbe/fSchedulerDs
e
WORLD | FLEXTEST.WORLD

jdbe/fedevDs

Node=1PL183D0ORNode0s, Server=serverl

Node=1PL183D0ORNode0s, Server=serverl

Node=1PL185D0RNod=08, Sarvar=sarvarl

Oracle 1DBC
Driver (XA)
Oracle 1DBC
Driver (XA

LA1465RZ

Description | Category &

Datasource

Application

Hew JDBC
Datasource

Hew JDBC
Datasource

Hew JDBC
Datasource

Hew JDBC

Field help
For fisld halp informati
=elect 2 field label or li
marker when the help
curser is displayed.

Page halp
Mora information aboy|
this page

Command Assistance
View nistrative

g command for
action

Datasource
Environmant P

System administration

Users and Groups

Menitoring 2nd Tuning

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Chanqging Gateway Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are
completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.

4. Ensure that all users have logged out of Oracle FLEXCUBE system
5. Stop Oracle FLEXCUBE application

This completes the prerequisites.

Changqging Gateway Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.

ORACLE
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2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console Welcome admin

| View: | All tasks v ‘

Guided Activities Global security

[ Servers Use this pansl te configurs admini: and the default
ity policy for usar application:

y for all sdministrative
curity policies for usar

onfiguration applies to the =
inad to ovarride and o

secul
an be d

Applications

[® services
Resources Security Configuration Wizard Security Configuration Report
Administrative security Authentication
Enable sdmini securty © Administrative user rolzs Authentication mechanisms and expiration

® L1ea

Kerberos and LTPA

thorization Groups

Application security (This function is currently disabled. See the [BM Support site for
passible future updates.)

Kerberos configurstion

O enable application security

B Environment
betreen servers

Java 2 securit
System acministration v

[ use Java 2 security to restrict application access to local resources
Bl Users ane Groups
Wismn if splicstions sre granted custom permissions

Menitering 2ne Tuning

Restrict access to resource suthentication dats

B Troubleshosting [ J=vs Authentcstion ond Aathorzstion Service
User account repository

i A o
[ Service intagratien Current realm definition S.ggh:atlmn logins
stem logins
Fe epositories Zeze=mlocinz,
(B Lo 120 dara

fias-a-isk-of-1aha(TM) Authentication and

[ Use realm-gualified user nqAuthorization Service (JAAS) login configurations that are:
used by system resources including the authentication
mechanism, principal mapping, and credential mapping. Yo
Security domaing cannot remave the default login canfigurations because
Sxternal authorization provicers [40inD 50 might cause applications to Fai

Available reslm definitions
derated v| [ confi Set as current |

Custom propertiss

Apply | | Reset

3. You will notice a table showing list of JDBC Sources choose the one which is been used by
Gateway data source.

Integrated Solutions Console welcome Help | Logout
| View: | All tazks v ‘ ell=1e
Welcome Clobal security

Gusled e Global security > JAAS - 32C data Field help
For fizld help information,
Bl Servers Specifies = list of user idantities 2nd passwerds for Java(TM) 2 connector s=curity to uss. celect = field lzbel or list
B serer Types marker vhen the heln
P Prefix new slizs names vith the node name of the cell (for compatibility vith earlier releases) cursor iz displayed.
webSphere appli servers
webSphere Page help
this pace
as
[ 2pplications Prefersnces Command Assistance
@ Services 3 - L
[Neo|_Dlete | cting command for last
[ Resources action
il i
B Sacurity oo
Global security Selact| Alias & User ID Description &

Security dom

You can administer the following resources:

ve Authorization Groups -
i [ | 12185008 Ned=06/ 21 46502 LazassRz LazaesRz

Total 1

Bus security

& Environment

B System administration
Users and Groups
Monitering and Tuning
B Troubleshosting

@ Service integration

Eucor

4. Specify the new password in the text field and click on Apply and then click on ok.

45.3 Testing Gateway Data Source Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1. Loginto IBM Websphere application server.
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4.6

4.6.1

2. Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

3. Select the data source FLEXTEST.WORLD

4. Select ‘Test Connection’ tab.

5. The screen displays a message confirming successful testing.

Integrated Solutions Console

| View: | All tasks - |

welcome

Welcome

Guided Activities B Massages

Bl Servers

B server Types

[ The test connection operation for dats saurce FLEXTEST.WORLD gateway on server sarverl st
node IPL189DORNodel6 vas successful.

Data sourcas

2pplicaticns

Services B Scope: =All scopes

Bl Ressurces Scope =5
uhat sop.

and how it works,

fies the level at which the resource definition is visible. For detailed information on

zee the zcope zettings hal

[l scopes

|

Preferences

New|| Delete

Test connection

e

ebSphere Application Server

i [
%)
ac
e Select| Name & JHDI name £
Asynchroneus beans

Cachs instances

idbe/fjdevDs

Envirenment

Total 5

System zcministration
Users and Groups
Menitoring anc Tuning
H Troubleshosting
Seruics integration

uDD1

DefaultDatzzource

Scope { Provider 3 Description

You can administer the folloving resources:

Nede=IPL183DORNod=06, Server=servearl

Default Derby JDBC Datssource
UL 4 | Srovidar for the
URL WebSphere
Resource Enviranment el
Application
[] | E=ues ersnch idbe/fBranchDs Node=IPL189DORNode06, Server=serverl | Oracle JDBC Hev JDBC
Datasource Driver (XA} Datasource
¥ duler | jdbe/fejSchedulerDS | Node=1PL183DORNod=05, Server=servart Hew JDBC
Datssource
o | {ORLD | FLEXTEST.WORLD | Node=1PL18SDORHod=08, Sarver=servert Hew JDBC

Datssource

LAL465R2

Nede=IPL183DORNod=06, Server=servearl Hev JDEC

Datzsource

Use this page to edit the settings of a datascurce that is associated vith your selectad JDBC provider, The datasource object supplies
your application vith connections for accessing the database. Learn more bout this task in a guided activity. A guided activity provides
= list of task steps and more general information abeut the topic.

Category

Field help
For field help informat
select = field label or |
marker when the halp
cursor is displayed.

Page help
More information abouy
this page

Command Assistance

View administrative
ing command for

[T

6. Once you get the message, restart the application server.

7. Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was

successful.

Try the above process in UAT or any other test environment before you change the

password in a production environment.

Chanqging Branch Schema Password

If you change the host schema password, you also need to change the gateway password.

Prerequisites

Before you change the password of scheduler data source, ensure that the following activities are

completed:

1. Determine the down time for the password change activity.

2. Inform all concerned users and groups.

3. Stop the target server to which the data sources point.
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4. Ensure that all users have logged out of Oracle FLEXCUBE system.
5. Stop Oracle FLEXCUBE application.

This completes the prerequisites.

Changing Branch Data Source Password

You need to change the password of Host Schema data source. Follow the steps given below.

1. Loginto IBM Websphere application server.

2. Go to Security > Global Security > Java Authentication and Authorization Schema > J2C
Authentication Data.

Integrated Solutions Console

Welcome admin

‘ View: | All tasks v

welcome
B Guided Activities
B servers

pplicaticns

Resources

Bl s=curity

thorization Groups

d key

gement.

Environment

Bl System scministration

sers and Groups
fonitoring and Tuning
roublzshooting
ervice integration

upDI

Helo

Logout |

Clos= page

Global security

2nd the default

Use this panel to configure
fui

applications

Security Configuration Wizard

Administrative security

Enzble

sscurity policy. This security configuration appliss to the security policy for all administrative
and is used 25 2 default security policy for user applications. Security domains can be defined to ovarride and customizs the sscurity policies for

Security Configuration Report

security

nistrative croup roles

nistrative suthenticztion

Application security

O Enable application security

Java 2 security

[ ze 12va 2 zecurity to restrict application sccess to Iocal razources

Warn if applications are granted custom permissio

Restrict 2,

User account repository
Current realm de
F:

availzble reslm definitions
Federatad v

Configure...

to resource authentication dats

Set as current

Apeply | | Resst

Authentication

Authentication mechanisms and expiration

[CHE -}

Kerberos and LTPA

(This function is currently disabled. See the IBM Support site for

possible future updates.)

Kerberos configuration

batreen servers

Bl J=va Authentication =nd Authorization Servics

Zpplication logins
Sustem logins
1 i cat

Specifies a st of Java(TH) Authentication and

[ use a user

Security domaing

Extemal sutherization providers
Custom preperties

Service (AAS) login c that are
Used by system resoures including the aUthentication
mechanism, principal mapping, and credential mapping, You
cannot remove the default login configurations because
doing so might cause applications to fail

3. You will notice a table showing list of JDBC Sources choose the one which is been used by

Branch data source.

Integrated Solutions Console

Welcome

| View: [All tasks v

welcome
Guided Activities
H servars

Bl Servar Types
WebSphere

WebSghere

servers

Applications

Fesources

Bl S=curity

Bus security

B Enviranment.

ystem acministration
sers 3né Groups
Bl Monitoring nd Tuning

B Troubleshooting

ervics integration

EHuoor

[Global security

Global security > JAAS - 12C

Specifies a list of user identities and passwords for Java(Th) 2 connacto

Prefix new aliss names vith the node name of the «

Apply
Preferances
new|| Delets
=2 )

Selact| Alias &

You can administer the folloving resources:

[ | IeLi8sD0RNede0s/LAL465R2

Total t

tion data

UserID &

La1465R2

(For compatibility vith earier relea:

Help

Description &

La1453R2

Logaut

Field help

For field help information,

act a fisld abel or list
when the help
= displayed.

Page help
More infermation about
this page

Command Assistance

e
oting command for lsst

4. Specify the new password in the text field and click ‘Apply’. Click ‘OK’.

4-13

ORACLE



4.6.3 Testing Branch Schema Password Change

You need to test whether the data source password change was successful. Follow the steps
given below.

1.
2.

Login to IBM Websphere application server

Go to Home > Resources > JDBC > Data Sources. You will notice a table that contains the
list of all data sources created in the application server.

Select the data source jdbc/fcjBranchDs.
Select ‘Test Connection’ tab.

The screen displays a message confirming successful testing.

Integrated Solutions Console welcome

‘ View: [All tasks v ‘
welcome
Guided Activities B r==r= Field help
field help informat]
B Servers [ The test connection operation for data source FCUES Branch Datasource on server sarverl at field Isbel or |
node 1PLI8SDORHodE06 was successful. < help
Bl Server Types

phere application servers
1q servers Page help
Mere information abo
ted JDEC provider. The datascurce object supplies this page
= tssk in = guided sctivity. A guided activity provides = esas
Applications tion sbout the topi Command Assistance
- B Scope: =All scopes View sdministrative
Zerigting commznd forl
B Rescurcas ecifies . : . . Zction
Scope specifies the level at vaich the resource definition is visible, For detailed information on
Schedulers vihat = nd how it works, sz the scope settings hela,
Object pool managers
iect p E o
Bivs
Blipec
JDEC providers
tats... |
ere Application Servar
Scope § Provider

System scministration

Users and Groups
Menitoring anc Tuning
B Troublashooting

Sarvics integration

DefaultDatasourse | Nods=IPL183DORNodeD6, Servar=sarvart | Darby JDBC
Providar

[ | Ecues eranch jdbc/fgBranchDs | Node=1PL1BSDORMade08, Servar=servarl | Oracle JDBC | New JDEC

Driver (X2} Datasource

0 duler | jdbe/fcjschedulerDS | Node=1PL189D0RNGdE06 Servar=serverl | Oracle JDBC | New JDBC

_ 2 Datasource
arization Groups

e O ORLD | FLEXTEST.WORLD | Node=IPLL8SDORNod=08, Servar=servart | Ora N JDEC

Driver (A) Datasource

O jdbe/fejdevDs Node=1PL18900RHode06, Server=servert | LA1465R2 Nev JDBC

stssource

6.
7.

Once you get the message, restart the application server.

Start Oracle FLEXCUBE. Log in to Oracle FLEXCUBE and test whether the change was
successful.

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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5.1

5.2

5. Server Password Change

Introduction

This chapter explains the process of changing the passwords of the servers associated with
Oracle FLEXCUBE.

You will find the methods to change the passwords of the following servers:

SMTP Server
EMS FTP Server
BPEL Server
BIP Server

DMS Server

Changing SMTP Server Password

This section describes the process of changing the SMTP server password.

The following diagram briefs the steps involved in changing the passwords of the SMTP server.
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START

Take backup of
foubs. properties file

l

Change the password in
fcubs.properties file
thraugh Installer

l

Using the new fcubs properties file
create EAR through Installer and
deploy it in the application server

Y

Y
Test Application

Mo

Testing
successiul

5.2.1 Prerequisites

Before you change the password of the SMTP server, ensure that the following activity is
completed:

e Take a backup of fcubs.properties file from the current EAR file.

5.2.2 Changing SMTP Server Password

To change the password of SMTP server, follow the steps given below:

8. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the
step where you can define the branch properties.
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5.3

|£| Oracle FLEXCUBE Universal Installer SHRE X

Oracle FLEXCUBE Investor Servicing ORACLE
Property File Creation
Current screen provides an option for Mail configuring using SMTPS Protocol.
Ho. Name Value
1 Host samplename.mail.com
2 Userld infra
3 User Password (TTTTTYL]
4 JNDI Name maillFCUBSMail
Log Back MNext Exit

b

9. You need to modify the following field:

User Password

Specify the new password
10. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

11. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing EMS FTP Server Password

This section describes the process of changing the EMS FTP server password.

The following diagram briefs the steps involved in changing the passwords of the EMS FTP
server.
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START

Take backup of
foubs. propetties file

l

Change the password in
foubs. properies file
through Installer

l

Lsing the new fcubs. praperties file
create EAR through Installer and
deplay it in the application server

h

h 4
Test Application

Mo

Testing
successiul

5.3.1 Prerequisites

Before you change the password of the EMS FTP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.3.2 Changing FTP Server Password

To change the password of EMS FTP server, follow the steps given below:

1. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the
step where you can define the branch properties.

2. Change the password of the FTP server.
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5.4

3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Changing BPEL Administrative Console Password

This section describes the process of changing the BPEL server password.

The following diagram briefs the steps involved in changing the passwords of the BPEL server.
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START

Take backup
foubs. properties file

l

Change the password in
fcubs. properties file
through Installer

l

Using the new fcubs. properies file
create EAR through Installer and
deploy it in the application server

4

¥
Test Application

Mo

Testing
Successful

5.4.1 Prerequisites

Before you change the password of the BPEL server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.4.2 Changing BPEL Server Password

To change the password of BPEL server, follow the steps given below:

1. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the
step where you can define the branch properties.

2. You need to modify the following field:
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e Bl _PASSWORD: Specify the new password

3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat

the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Chanqging BIP Administrative Console Password

This section describes the process of changing the Bl Publisher server password.

The following diagram briefs the steps involved in changing the passwords of the BIP server.
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5.5.1

5.5.2

START

Take backup of
foubs. properties file

l

Change the password in
foubs. properties file
through Installer

l

Using the new focubs. properies file
create EAR through Installer and
deploy it in the application server

¥

4
Test Application

Mo

Testing
successiul

Prerequisites

Before you change the password of the BIP server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

Changing BIP Server Password

To change the password of BIP server, follow the steps given below:

1. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the
step where you can define the branch properties.

2. You need to modify the following field:
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5.6

BIP Password

Specify the new password
3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.

Chanqging DMS Server Password

This section describes the process of changing the DMS server password.

The following diagram briefs the steps involved in changing the passwords of the DMS server.
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START

Take backup of
focubs. properties file

l

Change the passwoard in
fcubs. properties file
through Installer

l

sing the new fcubs. properties file
create EAR through Installer and
deploy it in the application server

Y

¥
Test Application

Mo

Testing
successiul

5.6.1 Prerequisites

Before you change the password of the DMS server, ensure that the following activity is
completed:

Take a backup of fcubs.properties file from the current EAR file.

5.6.2 Changing BIP Server Password

To change the password of DMS server, follow the steps given below:

1. In Oracle FLEXCUBE Investor Servicing Installer, load the existing property file. Go to the
step where you can define the branch properties.

2. Change the password.
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3. Once you have deployed the EAR file, inform the concerned users and groups about the
password change.

4. Test whether the password change was successful. In case the test is not successful, repeat
the above steps and test again.

Refer to the Installation Guide for further information on the following topics:
e Creating EAR file
e Loading and editing the property file
e Deploying EAR file

Try the above process in UAT or any other test environment before you change the
password in a production environment.
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